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prrrro—

Message from the Organizing Committee

The idea for this conference came from ths.{:olleagues of the various ARES 2006 committees; our goal being to
build a bridge amongst the various aspects of system dependability as an integrated concept.

The idea to launch the conference in Austria in the first half of the year 2006 has also to do with Austria’s
Presidency of the European Union from January to June 2006,

The European Union and the Austrian Governmental Bodies are very keen to bridge the gap between the
scientific work and applications in this area — especially in the areas of e-Government.

We are very pleased therefore to have this conference organised in cooperation with ENISA (The European
Network and Information Security Agency). ENISA supports the idea of this conference due to the urgent need of
research and dissemination of new techniques in this key area.

We hope that the conference will have a real benefit for innovative applications which have to consider the
various dependability issues, and furthermore will build a platform for in-depth discussions between researchers in
the different areas of Dependability such as Availability, Reliability, and Security.

We received 159 papers from 35 countries for ARES and the Program Commiitee eventually sclected 58 papers,
making an.acceptance rate of 36.47 percent of submitted papers.

Eight workshops are organised on special topics of ARES, i.e.:

Workshop on Dependable and Sustainable Peer-to-Peer Systems (DAS-P2P 2006)

Workshop on Bayesian Networks in Dependability (BND2006)

Workshop on Dependability in Large-scale Service-oriented Systems (DILSOS)

Workshop: Security in E-Learning (SEL)

Workshop “Dependability Aspects on Data WArehousing and Mining Applications” (DAWAM 2006)
Workshop on Bioinformatics and Security (BIOS 06)

Workshop: Information Security Risk Management (ISRM)

Workshop “Dependability and Security in e-Government” (DeSeGov 2006)

As an additional feature of ARES we have invited distinguished scientists for the International Symposium on
Frontiers in Availability, Reliability and Security (FARES) to present and discuss special aspects relevant for future
applications and research. ‘

We would like to express our gratitude to all program committee members, workshop organisers and committee
members and all the external referees who reviewed the papers very thoroughly and in a timely manner.

Due to the high number of submissions and the quality of the submitted papers, the reviewing, and discussion
process was-an extraordinarily challenging task. In total they have dealt with 232 papers.

Special thanks must be.given to Mr. Tho Manh Nguyen for all his support in the organization of the PC-tasks of
ARES 2006 and workshop coordination. We would also like to thank all the authors who submitted their papers to
ARES 2006, :

Finally many thanks to Ms. Christine Tronigger for providing a great deal of support in administering the
registrations. :

Prof. Norman Revell, Prof. Roland Wagner (Honorary Co-chairs)

Prof. Giinther Pernul, Prof. Makoto Takizawa (General Co-chairs)
Prof. Gerald Quirchmayr, Prof. A Min Tjoa (Program Co.-chairs)
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Abstract.

Security and reliability issues are rarely considered at
the initial stages of software development and are not
part of the standard procedures in development of
software and services. Security patterns are a recent
development as a way to encapsulate the accumulated
knowledge about secure systems design, and security
patterns are also intended to be used and understood
by developers who are not security professionals. In
this paper, we will compare several security patterns to
be used when dealing with application security,
Jollowing an approach that we consider important for
measuring the security degree of the patterns, and
indicating a fulfilment or not of the properties and
attributes common to all security systems.

1. Introduction

A good percentage of the software deployed in
industrial/commercial applications is of poor quality
and contains numerous flaws that can be exploited by
attackers [1, 2]. There are many reasons for this and
there is no doubt that we have a serious problem, every
day the press reports of attacks to web sites or
databases around the world, resulting in millions of
dollars in direct or indirect losses [3]. Security is a very
important aspect of any computing system, and has
become a serious problem since instititions have
opened their databases to the Internet [4-6]. Most web
systems in cwrent use have not been designed with
security in mind and patches have failed to make them
more resistant to attacks {7]. It is important to develop
systems where security has been considered at all
stages of design and at all architectural levels, which
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not only satisfy their functional specifications but alsg
satisfy security and other non-functional requirements
[8,9].

There is very litle work concerning the full
integration of security and systems engineering from
the carliest phases of software development. Although
several approaches have been proposed for some
integration of security, there is currently no
comprehensive methodology to assist developers of
security sensitive systems. Lack of support for security
engineering in those approaches for software systems
development is usually seen as a consequence of: i)
security requirements being generally difficult to
analyse and model, and ii) developers lacking expertise
in secure software development [10, 11].

Security patterns are proposed as a means of
bridging the gap between developers and security
experts. Security patierns are intended to capture
security expertise in the form of worked solutions to
recurring problems. The first person who used the
pattern approach was Christopher Alexander [12], and
in his book he indicated that each pattern describes a
problem which occurs over and over again in our
environment, and then states the core of the solution to
that problem, in such a way that you can use this
solution a million times over, without ever doing it the
same way twice.

This paper will study a set of security patterns that

help us to implement security requirements in the

applications design. They are patterns that guide the
sys design to make them more secure in a
comti'xablc and efficient way. The rest of the paper is
organized as follows: In section 2, we will define a
template to define patterns and we will study a set of
patterns to make the comparison. Then, we will
describe the comparison framework that we have used




and we will perform the patierns comparison. Finally,
we will put forward our conclusions.

2. Template and Security Architecturah
Patterns Selected ’

A software patiern can be described through a set of
properties (2 template) such as name, problem, solution
and so on. These templates allow authors to define new
paiterns, but respecting this structure [13].

In this section, a template will be defined composed
of the following propertics (based on [14, 15]) i)
Intent: Tt describes what the pattern does, which its

: rationale and intent are, and what particular design
3 issue it addresses. ii) Context: Tt describes the context
of the problem. iii) Problem: It gives a statement of the
problem that this patiern solves. iv) Description: A
scenario that illustrates a design problem. V) Solution:
To give a statement of the solution to the problem. vi)
Consegquences. To describe the trade-offs and results
when we use the pattern. vii) Known uses: Examples of
the patterns found in real systems Vviii) Related
patterns: To list other related patterns that use this
pattern as a reference.

Once the template has been defined, we are join to
present some of the most important security
architectaral patterns, analyzing characteristics and find
out the degree of security that they supply to the
systems that use them. These patterns are as follows
13, 16-18] : 1) Authorization Pattern; 2) RBAC

Security Pattern; 4) Reference Monitor Pattern; 5)
Virtual Address Space Access Control; 6) Execution
Domain Pattern; 7) SAP Patiern (Single Access Point),;
8) Check Point Patiern; y 9) Session Pattern.

There are many others security patterns that, due to
space constraints we can not described with detail, but
we can find more information in {13, 17-22}.

”72.1. Authorization Pattern

* i) Intent: Tt describes who is authorized to access the
Tesources systems. i) Context: Any computational
environment where there are active entities that request
ces whose access must be controlled. iii)
blém: The permissions granted for security subjects
. _hflve access to protected objects need to be
€xplicitly indicated. On the contrary, any subject could
“any resource. iv) Description: To structure the

t access policies, we distinguish between active
¢ (subjects) and passive resources {protection
)- ¥) Solution: The Authorization structure (see

1) can be captured from classes and

Pattern (Role-Based Access Control); 3) Multilevel -
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relationships or associations. The active entities are
represented by the Subject class and the passive
resources (or resources t0 be protectzd) are represcnted
the by Object class. The relationship between subject
and object describes what subject 18 authorized to
access certain objects (Rights). vi) Consequences: The
solution is independent of the resources to be
protected. The subjects can be executions of processes,
users, roles and group of users; the objects to be
protected can be transactions, memory area, 10
devices, files or other resources of the operating system
and the type of access can be reading, writing,
execution or methods in higher level objects. vii)
Known uses: It is the basis for the access control
systems of most commercial products  as Unix,
Windows, Oracle and others. viii) Related patterns.
The RBAC pattern shown later is a specialization of
this pattern.

Figure 1. Authorization Pattem.

2.2. RBAC Pattern

i) Intent: To control the access rESOUICES only based
on the subject role. ii) Context: Any environment where
we need to control the access o computing resources
and where users can be classified according t© their
jobs and tasks. iii) Problem: 1t is necessary to assign
rights and permissions (central authority) in an
appropriate way for users to be able 10 access the
protected objects. iv) Description: it improves the
administration by using roles that can be assigned to
individual users Or groups. We may need to have
hierarchies of roles, with inheritance of tights. A role
may be assigned to individual users or to groups of
users. V) Solution: It extends the idea of the
Authorization patiern by translating roles as subjects. A
basic model for RBAC is shown in Figure 2. User and
Role classes describe registered users and predefined
roles, respectively. Users are assigned to roles, roles
are given rights according to their functions and the
Right association class defines the types of access that
a user within a role is authorized to apply to the
protection object. The combination Role, Protection
Object and Rights is an instance of the Authorization
pattern. vi} Consequences: When introducing roles, the
administrative effort is reduced because there is no
need of assigning rights to individuals. The roles
structure let us manage big groups as well as reduce
rules. vil} Known uses: RBAC is implemented in Sun’s




J2EE, Microsoft’s Windows 2000, IBM’s WebSphere,

and Oracle, among others.

Figure 2. RBAC Pattern.

2.3. Multilevel Security Pattern

i) Intenr

It provides a mechanism of access

management in a system with several levels of security
classification. ii) Context: 1t is applicable to systems
that need to provide several security levels. iii)
Problem: How to decide access in an environment with

security classifications.

iv) Description: In many

systems, data integrity and confidentiality need to be
guaranteed. This model would be able to be used in any
architecture level and it provides a structure that allows
us to have differente security levels for both subjects
and objects. v) Solution: To represent the structure of
Multilevel Security, there must be an instance of the
class Subject Clasification for each subject and an
instance of the class Object Classification for each
object (see Figure 3). These instances are used to add
levels and objects security categories to 2 subject. vi)
Consequences: Tt facilitates the administrative work i
an environment that requires the classification of
subjects and objects. The multilevel security can be
expensive since subjects and objects need to be
classified into certain levels of sensitiveness. Vvii)
Known uses: The model has been used by several
military-sponsored projects and in a few comimercial
products, including DBMSs (Informix) and operating
systems (Pitbull [23] and HP's Virtual Vault [241). viii)
Related patterns: The concept of roles can also be

Fufon

applied here.

L N

{Hidaiz s}

Figure 3. Multilevel Security Pattern

2 4. Reference Monitor Pattern
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i) Intent: To make it possible that all authorizations
are fulfilled when a process requires resources. ii)
Context: A multiprocess environment making petitions
by resources. iii} Problem: If the defined authorizations
are not fulfilled, processes can execute all kind of
illegal actions, for instance, any user could read any
file. iv) Description: To define authorization rules is
not enough; these rules must be imposed when a
process makes a petition to a resource. There are many
implementations and we need an absiract execution
model. v) Solution: To define an abstract process that
intercepts all petitions from resources and confirms
them. Figure 4 shows us a class diagram in which we
can see a Reference Monitor. Authorization rules
indicate a collection of authorization rules organized as
ACLs (access control lists) vi) Consequences: If all
petitions are intercepted, we can assufe that they fulfil
the rules. The specific implementations are necessary
for any kind of resource. To check each petition can
mean a performance loose. vii) Known uses: Most
modern operating systems implement this concept, e.g.,
Solaris 9, Windows 2000, AIX, and others. The Java
Security Manager is another example. viii) Related
patterns: This pattern is a special case of the
Checkpoint pattern (section 2.9).

Figure 4. Reference Monitor Pattern.

2.5, Virtual Address Space Access Control
Pattern .

i) Intent: To control the access by processes (©
specific areas of their virtual address space (VAS)
according to a set of predefined access types. 1)
Context: Multiprogramming systems with a variety of
users. Processes executing on behalf of these users
must’ be able to share memory areas in a controlled

" way. Each process is exccuted in its own address

space. iii) Problem: Processes must be controlled when
they access memory, otherwise they could overwrite
area% from other processes oOT gain access (O private
information. iv) Description: There is a variety of
structures of virtual memory addresses space: some
systems use a separate set, others an only level address
space. Furthermore, VAS can be divided into users and
operating system. We would like to contro} the access
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to all these kinds in a uniform way. This implies that an
implementation of the solution will require specific
hardware architecture, However, the solution must be
independent of the hardware. v) Sefution: To dlwc
VAS into segments corresponding to logical units
within the programs. To use descriptors to indicate
access rights such as the beginning address of the
accessible segment, the limit of the accessible segment
and the type of allowed access (reading, writing,
executing). Figure 5 shows a diagram to indicate the
solution to the class. A process (Process class) must
have a descriptor (Descriptor class) 10 access a
segment in the VAS. vi) Consequences: This pattern
provides a protection of the required segment because a
process cannot access a scgment without an own
descriptor. If all resources arc outlined in a virtual
address space, the pattern can control the access to any
kind of resource, inciuding files. The sclution is
dependent of the hardware. In systems that use separate
address spaces it is necessary to add an extra identifier
to the descriptor registers to indicate the address space
number. vii) Known uses: IBM 5/38, IBM 5/6000,
Intel X86 [25], and Intel Pentium use some type of
descriptors for memory access control. The operating
systems in these machines must use this approach for
memory management. viii) Related patterns: This
pattern is a direct application of the Authorization
pattern to the processes’ address space.

oo

* *

Descripor Segmenx
base. * Aocesses 1 i
access_type

Figure 5. Virtual Address Space Access
Control Pattern.

2.6. Execution Domain Pattern

i) Intent: Define an execution environment for
processes, indicating explicitly all the resources a
process can use during its execution, as well as the type
of access for the resources. ii) Context: A process
executes on behalf of a user, group, or role (a subject).
A process must have access rights to use the resources
defined for its subject during execution. The set of
access rights given to a process define its execution
domain. At times the process may also need to enter
other domains to perform its work; for example, to
€xtract a statistical value (avg, mean) from a file in
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another user's domain. iii) Problem: Restricting a
process to a specific set of resources is a basic step to
control malicious behaviour, Otherwise, unauthorized
processes could destroy or modify information in files
or databases with obvious results or could interfere
with the execution of other processes. iv) Description:

. There is a need to restrict the actions of a process

during its execution; otherwise it could perform illegal
actions. Resources typically include memory and 1O
devices, but can also be system data structures and
special instructions. A process needs the flexibility to
create multiple domains and to enter inner domains for
specific purposes. v) Solution: Attach to the process a
set of descriptors that represent the rights of the
process. In Figure 6, class Domain represents domains
and in conjunction with the Composite pattern it
describes nested domains. Operation enter in class
Domain lets a process enter a new domain. A domain
includes a set of descriptors that define rights for
resources. vi) Conseguences: 1t could be applied to
describe access to any type of resource if the resource
is mapped to a specific memory address. The model
does not restrict the implementation of domains. It has
extra complexity and special hardware is needed. In
capability systems the descriptors are part of the
process code and are enabled during execution. vii)
Known uses: The Plessey 250 and the IBM S/6000
running AIX [26] are good examples of the use of this
pattern. The Java Virtual Machine defines restricted
execution environments in a similar way [27].

Process 1
Executes in
1s]
Descriptor
base
Limdt
acoess_type

Figure 6. Execution Domain Pattern
2.7. Session Pattern

i) Intent: To provide us with an environment where a
user’s rights can be restricted and controlled. ii)
Context: Any environment where we need to control
the access to computing resources. iii) Problem:
Depending on the context, for example, within a certain
application, a user will only activate a subset of the
authorizations he/she has. This will avoid that users use
their rights wrongly (for instance, to accidentally delete
certain files). In this way, if an attacker endangers a
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process, the damage potential is reduced. iv)
Description: In many systems, global information is
necessary in several points. To overcome this problem,
Session objects that provide the necessary information
are used. v) Solution: Figure shows vs elements of a
class diagram session. A subject can be in several
sesstons at the same time and it has a limited lifetime.
When we start a session (for example, when
registering ourselves), a user only activates a set of
authorization contexts assigned to him/er, then, only
the necessary rights are available within this session.
The Subject class describes an active entity that
accesses the system and asks for resources. The
AuthorizationContext class describes a set of contexts
of executions or active rights that the user has in a
given interaction. vi) Consequences: Each session
gains all privileges that are necessary to carry out the
desired tasks. Thus, damage will be potentially reduced
when a session is in danger because only an activated
subset of authorization can be wrongly used. vii)
Known uses: This concept appears in many
computational environments, e.g. RBAC use sessions
as defined by this pattern. UNIX fip and telnet services
use a Session for keeping track of requests and
restricting user actions. viii) Related patterns: Session
is an alternative to a Singleton [10] in a multi-threaded,
multi-user, or distributed environment. SAP validates a
user through Check Point (sections 2.8 and 2.9}, It gets
a Session in return if the user validation is acceptable.
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Figure 7. Session Pattern.
2.8. Single Access Point Pattern (SAP)

i) Intent: The SAP pattern defines a simple interface
for all communications performed with entities external
to the system. ii) Context: SAP can be applied to self-
contained systems that need to communicate with
external entities. iii) Problem: A security model is
difficult to confirm when it has multiple main, back and
lateral doors to come in the application. iv)
Description: The application of a SAP pattern avoids
that external entities are directly communicated with
components of the system. All input traffic is carried
out through a channel, where the supervision can be

362

easily performed and this channel will collect
information about occurred access petitions, their
origins and authorization information. It will generate
actions or transmit data to parts inside the system. v)
Solution: SAP represents the only connection of the
system with outside (see Figure 8). All incoming
communication petitions are taken to the SAP instance
that works as a mediator. If certain policies need 0 be
imposed, all petitions should be sent to a Check Point
class before they are transmitted to their addresses. vi)
Consequences: SAP will provide a good place 1o
capture register information as well as 1o carry out
authorization tasks. The undesirable modification of
data can be avoided with efficient checks that let us
access the system. vii) Known uses: UNIX telnet and
Windows NT login application use SAP for logging
into the system. These systems also create the
necessary Roles for the current Session. viii) Related
patterns: SAP validates the user’s login information
through a Check Point and uses that information to
initialize the user’s Roles and Session, A Singleton
[10] could be used for the login class especially if you
only allow the user to have one login session started or
only log into the system once.
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Figure 8. SAP Pattern and Check Point Pattern
2.9, Check Point Pattern

i) Intent: It states a structure to check the incoming
petitions. If it finds violations, this pattern is in charge
of taking the appropriate countermeasures. ii) Context:
Check Points are applicable to any relevant security
communication. iii) Problem: Ta avoid a disauthorized
aceess, it is crucial to check who and how is interacting
within a system and take measures if it is necessary. iv)
Description: It needs to take any kind of action, if there
are mistakes depending on the seriousness. v) Solution:

.. A Check Point is a component that analyzes all

petitions and messages. A SAP is predestined to be
combined with a Check Point for all messages to be
supe'ngscd (see Figure 8). It implements a method to
check messages according to the current security
policy. It gives place to actions that conld be necessary
to protect the system against attacks. vi) Consequences:
Its application can benefit the system confidentiality, if
the checking algorithm is correct. Undesirable
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modifications can be filtered if the checking algotithm
is able to detect those attacks. Complex checking
routines can make both the system and the message
interchange work slower. vii) Known uses: The -'lqg'm
process for an ftp server uses Check Point. viii) Related
patterns. Single Access Point is used to insure that
Check Point gets initialized correctly and that none of
the security checks are skipped. Roles are often used
for Check Point's security checks and counld be loaded
by Check Point. Check Point usually configures a
Session and stores the necessary security information in
it. It can also interact with the Session o get the user’s
Role during the authorization process.

3. Comparative Framework

In this section, we will put forward a comparison
based on certain criteria that we consider important for
security with the purpose of distinguishing all
properties and characteristics of all previous patiemns as
well as showing a general vision of the subject. There
are some comparisons [13] of pattemns with certain
criteria or security principles [28]. Some of these
defined criteria are based on the works of Babar [29]
and Firesmith [30], in which they select the most
commonly used attributes and security properties in the
security dominion. The security properties considered
to make our comparison are the following:
Authentication: Tt must be validated the identity of
customers to frustrate any unauthorized access.
Authorization: This attribute  defines the access
privileges of entities to different resources and services
of a system. Integrity: To guarantec that data and
communications will not be compromised by active
attacks. Confidentiality: The guarantee that information
is not accessed by unauthorized parts. Attacker
detection: To be able to detect and register access of
modification intents in the system coming from
unauthorized users. No-Repudiation: 1t prevents that
certain participant in certain interaction can deny to
have participated in it. Auditability: To keep a log of
user’s or other system’s interaction with a system and it
helps detect potential attacks. Maintainability: 1t
facilitates the introduction or modification of the
security policy during the software development life
cycle. Availability: Tt assures that authorized users can
use the resources when they are required. Reliability: It
assures the system operations due to failures or
configuration mistakes. Besides, it assures the system
availability even when the system is being attacked.
Error management: A system must provide a robust
error management mechanism.

Also, we consider some criteria to evaluate patterns
as they are: Performance: It indicates the impact of the
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pattern on the functioning of a system. Implementation
cost: Costs accompanying the pattern use. Security
degree: Tt indicates the security level that the pattern
has for the function it fulfils, that is, the more security
properties the pattern COVETS, the more security degree
will have.

Many patterns fulfil security properties without

* constraints; others are only fulfilled according to

certain conditions, as it can be seen in table 1. The
majority of patterns are based on guaranteeing access
control, supplying confidentiality and in some Cases,
also integrity and reliability, but they do not take into
account properties as important as error management,
flexibility or maintenance, efc. In table 2, we can see
the use of these patterns in the software development o
allow us to increase ot to reduce the performance of the
global application. For example, “—"" means that the
pattern can reduce performance because there are many
users in the system and it is complex to manage and
implement the pattern with many users. There are
patterns with a high degree of security (see Table 3) but
they are complex patterns. Then, if we want to have a
system with a high degree of security, they will be also
more complex systems, affecting their performance.

~ Table 1. Comparative table for the security
criteria

Authoriz. 0
RBAC 0
0
)

Muldlevel
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Monitor
Virtual
Address
Execution 0
Domain
SAP 0l0
0
0
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Developers (not security experts) can find many
security patterns but it is very difficult to determine
which pattern is better to be used or which patiern
guarantees certain degree of security. For this reason,
we find a lack of a method or a flexible model of
security architectures that guarantees security of the
system in many aspects and that guides developers in
the right way for the implementation of security into
their systems, according to the specific requirements of
them [31].

Table 2. Comparative table of the performance

Performancel
Authorization 1 4 “Virtual Address
RBAC + ' “Execution Domain
Multilevel — | — lsap
Reference Monitor || — | —° [Check Point
Session +°
. Increase. — : Reduce. Conditions: a) Many users. b)

Complex checks. c) Efficient implementation. d} Evaluation
access tights. e) If it uses Reference Monitor. f) Domains
management

Table 3. Comparative table for the evaluation

criteria
Implem. Cost |Security degree
Authorization L M
RBAC M M
Multilevel H H
Reference Monitor H H
Virtual Address L M
Execution Domain M H
SAP H H
Check Point H H
Session H H

0—7695_-2567—9/06 $20.00 © 2006 IEEE

L:Low M:Medium H:High

4. Conclusions and Future Work

Patterns are a promising proposal towards security,
useful to build and evaluate systems. Security patierns
help us keep in mind non-functional  security
requirements at the beginming of the design. In the
critical applications of security, it is extremely
important to avoid mistakes, since we must guarantee
the security of such applications and provide all
operations and interactions that are performed in the
application with a high level of security. Therefore, the
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use of security patterns is important to develop a secure
system.

A software architecture constructed in this way is
more reusable and extensible than an architecture
defined directly from the requirements or where
patterns are applied later. It is clear that combinations
of patterns are extensible because of the possibility of
replacing a pattern with another concrete realization of
the same pattern. They are reusable because of the
possibility of replacing several of the used patterns to
fit the requirements of a new application.

There are many patterns with different purposes,
reason why developers must combine many patterns to
establish 2 high degree of security within the system
but they have the problem of choosing which pattern
must be used and deciding which pattern will better
adapt to the system security requirements.

Our future work will be studying the different
security architectures existing in the systems design
together with defining a method to specify flexible
security architectures that can be easily adapted to
systems with very different security requirements as
well as guarantee security using security patterns.
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